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California Privacy Laws

by Thomas Bookwalter, CEO FMDC
Severa recent Californialaws significantly affect companies tha do busness with
Californiaresidents (as cusomers, progoects, employees, part time workers or individud
sub-contractors). These new laws impose new requirements on busnesses with respect to
the maintaining and sharing of persond information about Californiaresidents.

Assembly Bill 1950

AB 1950impoges requirements on busnesses tha maintain persond information, in any
form, aboutoneor more California residents.

Who must comply with AB 1950?

All companies (Whether located in California or nat) tha have confidential information
aboutCaliforniaresidents, except thos tha are regulated by state or federal law
providing greater protectionto persond information than AB 195Q

Companies not subject to AB 1950indude
» Hedlth care providers regulated by Confidentiality of Medical Information Act;

» Banksand other finandal inditutionssubject to the California Financal
Information Privacy Act or GLBA; and

» Busnessgovened by HIPAA.
What are the requirements of AB 1950?

» Busnesses mug implement and maintain security proceduresto protect persond
information aboutCaliforniaresidents (either cusomers or employees); and

» Busnessestha disclose persond information about Californiaresidents to a third
paty mug require tha thethird party also have security procedures to protect the
daa.

Personal information. Unde AB 1950,"persond information” meansan individud 3

» First name or first initial and his or her last name, in combination with any oneor
more of thefollowing data elements:

o Soda security nunber;
o Driver@license numbe or Californiaidentification card nunmber;

o Accountnumber, credit or debit card nunber, in combinaion with any N
required security codeg access code or password permits access to a person@
finandal account or

o Medica information:
Persond information does notindudeinformation tha is lawfully made available to the
gened public fromfedeal, state, or local govanment records

Required security procedures under AB 1950. AB 1950 requires busnesses to
"Implement and maintain reasonable security procedures and practices appropriate to the
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naure of theinformation, to protect the persond information from unauthorized access,
destruction, use, modification, or disclosure.”

Interestingly, AB 1950excludes fromits definition of "persond information" any
informationthat is encrypted or redacted. Busnesses tha encrypts al persond
information stored on its computers mug address adequaely protecting nor-computer
based information such as pgoe reports containing persond information, cusomer
receipts. Etc.

In additionto its own security procedures, if the business discloses California resident
persond informationto athird party (such as a daa services provider, researcher or
marketing partner), the busness mug contractudly require thethird party to "implement
and maintain reasonéable security procedures and practices appropriate to the naure of the
information, to protect the persond information from unauthorized access, use,
modification, or disclosure.”

What are the consequences of failing to comply with AB 1950?

A violation of AB 1950could subject the busnessto alawsuit unde California® Unfair
Competition Law. CUCL classifies "unlawful busness condud” as aform of unfair
competition, and provides for civil pendties, private rights of action, and class actions
agang busnesses engaged in such activities.

What can my business do to ensure compliance with AB 1950?

Any busness (no matter whereit islocated) tha conduds any busness with California
residents (as cusomers, employees, sub-contractors, parttime workers, etc.), should
congder taking thefollowing actionsto ensure compliance unless the busnessis exempt
fromtherequirements of AB 1950as specified above

1. ldentify thekindsof persond information collected and maintained. Be sure to
indudepaper-based as well as electronically-stored daa.

2. Determinethelevel of risk that the potentia loss or unauthorized disclosure of
information poes.

3. Determinethe security measures and procedures that are "reasonéable.”

4. Modify current pdicies, procedures and practices to align them with the degree of
risk assodated with theloss or imprope disclosure of that information.

Asisthecase with all such procedures, it is agoodideato doaument this process as well
as implement proof systems necessary to doaument that theresulting requirements are
being followed consstently andreliably.
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Senate Bill 27

SB 27 requires any busness tha discloses a cusomer® persond information to a third
party, for direct marketing purpo<es, to providethe cugomer, within 30 days after the
cusomer@ request, the names and addresses of the recipients of tha information and
specified details regarding theinformation disclosed.

Who must comply with SB 27?

Every busness with 20 or more full-time or pat-time employees tha has persond
information aboutCaliforniaresidents.

What are the requirements of SB 27?

Althoughthere are some exceptions SB 27 generdly requires any busness tha discloses
persond information abouta Californiaresident to athird party, knowing or should have
known tha thethird party will use theinformationfor direct marketing, to implement a
say for Californiaresidents to request and receive theddails of the pesond information
tha was shared with thethird paty. Othe Califomiaand federal law regulates how the
information should be managed.

Personal Information. Thedefinition of persond information unde SB 27 isvery
comprehengve. SB 27 defines persond information as "any information that, when it
was disclosed [by the cusomer to thebusness], identified, described, or was able to be
assodated with an individud." SB 27 indudes all of thefollowing as elementsin the
definition of persond information:

An individud® name and address;

Electronic mail address

Ageor dae of birth;

Names of children;

Electronic mail or other addresses of children;

Number of children;

Theageor gende of children;

Height;

. Weight,

10.Race;

11.Rdligion;

12. Occupdion;

13. Telephonenunber;

14.Education;

15. Political party affiliation;

16. Medical condition;

17.Drugs theapies, or medical produds or equipment used;
18. Thekind of produd the cusgomer purchased, leased, or rented;
19. Real property purchased, leased, or rented;

20. Thekind of service provided;
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21.Sodal security nunber;

22.Bank accountnunber;

23.Credit card nunber;

24.Debit card nunber;

25. Bank or investment account, debit card, or credit card bdance;

26. Payment history; and

27.Information pertaining to creditworthiness, assets, income or liabilities.

For thepurpose of SB 27,a"cugomer” is any Californiaresident engaged in a busness
relationship with thecompany. A completed transaction is notrequired, merely
attempted. Thismeanstha any persond information that a busness collects from
cugomers or prospects falls within the scopeof this law.

Accepting customer inquiries about personal information disclosed to third parties.
Undea SB 27, busness tha provideinformationto third parties that may beused for
direct marketing purmposes mug provide cugomers several ways to request information:

» Poga mail, provided tha the busness designaes a specific mailing address to
receive enquiries,

> Electronic mail, provided that the busness designaes a specific electronic mail
address to receive inquiries,

» Telephone provided that thebusness designaes a specific toll-free telephone
number to receive inquiries; and/or

» Facsmile, provided tha the busness designaes a specific toll-free fax number to
receive inquiries.
Inform customers of their right to receive information about the disclosures. A

busgness tha disclosesinformation to third parties for direct marketing purposes mug do
at least oneof thefollowing

> Regularly notify employees who have cusomer contact of the procedures on how
cugomers can obtain information aboutthedisclosures;

> Pog the procedures on how cusomers can obtain information aboutthe
discloaures on the company@ Web site;® and/or

» Make the procedures for cusomers to obtain information aboutthedisclosures
readily available in written form at every place of busnessin Californiawhere the
busness or its agents have regular contact with customers.

Responding to customer inquiries about personal information disclosed to third
parties. When asked, provideal of thefollowingin writing and free of charge within 30
days.
> A ligt of theitems of persond information tha was disclosed to third parties for
the third partiesCdirect marketing purposes during theimmediately preceding
caenda year; and
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» Thenames and addresses of all of thethird partiestha received persond
informationfromthe busness for direct marketing purposes during the preceding
caenda year, and

> Information aboutthethird party sufficient to give cusomers areasonable idea of
the naure of thebusness of thethird parties.

Limitations on requirements. Busnesses tha mug comply SB 27 are notobligated to
respondto arequest froma cugomer more than once in calenda year.

Sepaately, SB 27 sets forth examples of certain arrangaments deemed NOT to be
discloaures to third parties for the purpose thislaw. These indude

> Disclosure of persond information not used for thethird party® direct marketing
PUIPOES,

> Discloaure of informationincdental to an arrangement with athird paty for the
maintaining or servicing of accounts, tha is not used for thethird party@ direct
marketing purposs;

Y

Lawful disclosures to or from consumer reporting agendes,; and

» Discloaure of information to athird party for the purpo< of jointly offering a
produd or service to thecugomer. In order to satisfy this exemption, al of the
following requirements mus be met:

o Thepersond information mus be disclosed pursuant to theterms of a
written agreement between thediscloser and thethird party, for the
pumpo< of jointly offering aprodud or service;

o Theagreement mug providetha thereceiver of the information mugt
maintain the confidentiality of theinformation, and is prohibited from
disclogng or usng theinformation other than to carry outthejoint
offeringthat is thesubject of thewritten agreement;

o Theprodud or service offered mug bea produd or service of, and be
provided by, at least oneof thebusnessesthat is a party to the agreement;
and

o Theprodud or service mug clearly and congicuoudy identify:

= (i) dl of the patiestha jointly offer, endorse, or sponor the
produd; and

= (ii) al of the paties tha disclose and receive cusomer
information. This should be doneby way of a pre-sale disclosure to
every potential cugomer. A busness should not disclose persond
information unde this exemptionif the cusomer does notin fact
purchase the produd or service.
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What are the consequences of failing to comply with SB 272

SB 27 specifically provides tha any cusomer injured by aviolation of this law may
inditute a civil actionto recover damages of upto $3,000per violation. SB 27 also
authorizes a prevailing plaintiff to recover his or her reasonéble attorney fees and cods.
Thisincreases thelikelihoodtha people will bring these lawsuits agang busnesses.

What can my business do to ensure compliance with SB 27?

SB 27 isacomplex law and has anunber of exemptionsin additionto those mentioned
here. If yourbusnessis affected or potentially affected, seek legd counsl to undestand
in detail therequirements and exemptionsof thelaw.

To ensure compliance with SB 27 incorporate its requirements into routine opeations
and written opeaating procedures. SB 27 does not permit management to create
reasonable procedures based onrisk. SB 27 isadisclosure statute, and, as such, its
requirements are specific and mandaory.

If your busness discloses information to third parties, and that information may be used
for direct marketing purmposes, have your procedures for this daa-sharing reviewed by
legd couns to ensure compliance with SB 27 and other state and federal laws.
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About FMDC

in 1987, FMDC has focused on the issues relating to the processing and management of
on in regulated environments. Since its inception, FMDC has been at the nexus of regulation,
and information technology. With projects in over twenty countries, FMDC professionals have
rst hand knowledge of the nuances of the different regulatory jurisdictions and how they impact

the use of technology. In early 2002, FMDC turned its attention to the issues relating to the handling of e
mail, instant messaging and other records in the context of regulatory requirements and litigation.

The advent of laws and rules such as SEC Rule 17a-4, the Sarbanes Oxley Act, State and Federal privacy
legislation, industry standards such as PCIDSS and most recently, court rules or guidelines such as FRCP,

CCJED,

local federal district rules and the Sedona Conference has changed the standards by which

companies must manage their information. FMDC professionals work to guide companies through the
morass of regulations to find cost effective solutions for the management of ESI. Our servicesinclude:

>

YV VYV VY

FASTrack ESI Training?

Electronic Records Management Guidance and Policy Development
Strategic Data Preparation

Litigation Readiness

ROI for ES|

Electronic Records Management Planning

FASTrack
ESI Training™
ROI for Electronic Records
Management
ESI .
Planning
ESI

Management
Strategic Litigation
Data Preparation Readiness

Electronic Records

Management Guidance

If you are concerned about ensuring that your ESI management meets your business, litigation and
regulatory obligations or if you must find ways to reduce the associated costs contact FMDC.

Western US Region CEO Eastern US Region
Joseph Santoro, VP Thomas Bookwalter Michael Shope, VP
Newport Beach, CA Santa Fe, NM Middletown, NJ
949 231-9602 908 812-5000 732 687-2680
joseph.santoro@fmdc.com thomas.bookwalter @fmdc.com michael.shope@fmdc.com
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